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Two Factor Authentication (2FA)
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Context

The programme has identified several circumstances in which the 

authenticity of users will require additional assurance (i.e. ensuring 

the right person is using an account) . For example, when:

• a user first registers their account

• a user resetting their password

• a user wants to access “sensitive” data

In order to achieve this the programme has the challenge of 

balancing user experience, efficacy and cost. 

The programme has agreed to proceed with a custom developed 

smart phone application that behaves in a similar way as the 

Google Authenticator App.

The authentication app will be custom developed in order to 

integrate in the most effective manner with current platform 

technologies.
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REGISTERING AN ACCOUNT



PMO: Register an account with an 

SMS message

The user’s mobile phone number is 

entered by the user administrator 

when the account is created.

An administrator has the ability to 

change the user’s mobile phone 

number should it change or be 

entered incorrectly

Users follows a very similar process when they reset their password
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STEP-UP “AUTHENTICATION” 

FOR ACCESSING SENSITIVE 

INFORMATION



PMO: Administrator set-up 2FA 

for a user

Manage login methods

Turn off

Not set-up

Make default

Set-up additional ways (factors) to login

Additional login methods (factors) are turned ON

Add security key

This user will be able to assure their identity better by providing one of the following in addition to their password  

Register a Security Key

Insert the Security Key into the USB port on 

your computer

Cancel

Remove this key

Text message

The app can only be 

set-up by the user

Text message 2FA 

automatically provision as 

a result of the user 

registration process

Security Key registered 

successfully

You will need to give the user 

this key in order for them to use 

this additional login

Close
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Self-service 2FA set-up

Turn off

Set-up

Make default

Set-up additional ways (factors) to login

Additional login methods (factors) are turned ON

Add security key

This user will be able to assure their identity better by providing one of the following in addition to their password  

Register a Security Key

Insert the Security Key into the USB port on 

your computer

Cancel

Remove this key

Text message

Security Key registered 

successfully

Close

Set-up Authenticator app

Verify code and continue

Text message 2FA 

automatically provision as 

a result of the user 

registration process
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Using 2FA

Additional Identity check

Insert the Security Key into 

the USB port on your 

computer

Cancel

Additional Identity check

2FA sign in with text 

message or 

authenticator app

2FA sign in 

with security 

keys
*******
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